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What is in the Stimulus Bill for
Hospitals? Major HIPAA Changes

The American Recovery and Reinvestment Act
of 2009 (commonly referred to as the “Stimulus
Bill”) was signed into law by President Obama
on February 17, 2009. Tucked in the lengthy
Stimulus Bill are major changes to HIPAA that
will have a significant effect on hospitals.

New Requirements to Notify
Patients and HHS of Breaches

HIPAA has required covered entities to mitigate
damages from improper disclosures which, de-
pending on the facts and circumstances might
include, but did not necessarily require, notice to
the persons whose information was improperly
disclosed. The new law will require every covered
entity to notify a person when there is a “breach”
of that person’s protected health information
(“PHI”) and to notify the Department of Health
and Human Services (“HHS”) of all breaches.

The term “breach” is new in the Stimulus Bill
and is defined as: “the unauthorized acquisition,
access, use, or disclosure of PHI which compro-
mises the security or privacy of such information,
except where an unauthorized person to whom
such information is disclosed would not reason-
ably have been able to retain such information.”
However, a “breach” does not include:

 any unintentional breach by an employee
or individual acting under the authority of a
covered entity or business associate if -- (1)
the acquisition, access, or use was made in
good faith and within the course and scope
of the employment or other professional rela-
tionship of such employee or individual; and
(2) the PHI is not further acquired, accessed,
used, or disclosed by any person; or

* any inadvertent disclosure from an individual
who is otherwise authorized to access PHI

at a facility operated by a covered entity
or business associate to another similarly
situated individual at the same facility and
the PHI received as a result of such dis-
closure is not further acquired, accessed,
used, or disclosed by any person without
authorization.

When there is a breach, the covered entity will
be required to provide notice within 60 days of
discovery of the breach by letter sent via first
class mail to the affected person’s last known
address. This notice must include: (1) a brief
description of what happened and the date of
the breach, (2) a description of the information
involved in the breach, (3) the steps the person
should take to protect himself or herself, (4) a
description of what the covered entity is doing to
investigate, mitigate and prevent other breaches,
and (5) contact information for the person to use
to gain more information. Ifthere is insufficient
or out-of-date information that prevents notice
directly by mail, the covered entity must publish
notice of the breach on its website or in major
local media outlets and must include a toll-free
telephone number to call for information about
the breach. Additionally, in any case in which
500 or more persons are affected by a breach,
the covered entity must provide notice to major
local media outlets.

Further, covered entities will be required to
disclose all breaches to HHS. Breaches affect-
ing 500 or more patients must be made to HHS
immediately. Breaches affecting fewer than 500
people may be tracked by the covered entity and
reported annually to HHS.

The new law requires HHS to promulgate
regulations to implement the notice of breach
requirements within six months of the enact-
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ment of the Stimulus Bill. The notice of breach in
the Stimulus Bill will become effective for breaches
discovered on or after thirty (30) days after the pub-
lication of the regulations.

Expansion of Security and Privacy Rules
to Business Associates

The new law makes the following HIPAA secu-
rity regulations applicable to business associates of
covered entities: (1) the administrative safeguards
contained in 45 C.F.R. 164.308, (2) the physical
safeguards contained in 45 C.F.R. 164.310, (3) the
technical safeguards contained in 45 C.F.R. 164.312,
and (4) the policies, procedures and documentation
requirements contained in 45 C.F.R. 164.316. Previ-
ously, these regulations only applied to covered enti-
ties. Application of these requirements to business
associates will impose vast and substantial burdens
on business associates, which will now need to have
many of the policies and procedures in the same
manner as covered entities and to utilize many of
the same technical functions in the same manner as
covered entities. For example, the security rules will
now require business associates to:

* conduct an accurate and thorough assessment
of the potential risks and vulnerabilities to the
confidentiality, integrity and availability of elec-
tronic PHI held by the business associates (per
45 C.F.R. 164.308(a)(1)(i1));

* implement a security awareness and training
program (per 45 C.F.R. 164.308(a)(5));

 implement physical safeguards for all worksta-
tions that access electronic PHI, to restrict access
to authorized users (per 45 C.F.R. 164.310(c));

* assign a unique name and/or number for identi-
fying and tracking user identity (per 45 C.F.R.
164.312(a)(2)(i)); and

* implement hardware, software, and/or procedural
mechanisms that record and examine activity in
information systems that contain or use elec-

tronic PHI (per 45 C.F.R. 164.312(b)).

These are merely examples from the security regula-
tions that will be applicable to business associates.
The regulations contain many more requirements.
Business associates may have a difficult time meeting
these obligations and some business associates will
likely not be willing or financially able to do so.

In addition, business associates will be required to
notify the covered entity of any breach of confiden-
tiality of PHI. Finally, all of the new privacy and
security provisions enacted in the new law will be
applicable to business associates.

Importantly, under the changes to HIPAA, a business
associate that violates applicable security regulations
will be subject to same penalties as a covered entity
as provided in 42 U.S.C. 1320d-5 and 42 U.S.C.
1320d-6 (which are increased also in the Stimulus
Bill as discussed below).

The new law also requires that the privacy and se-
curity rules newly applicable to business associates
be incorporated into business associate agreements.
Covered entities will need to identify all existing
business associate agreements and update them,
as well as modify the template business associate
agreement or otherwise ensure all future business
associate agreements include these privacy and
security rule obligations.

These provisions become effective 12 months after
the enactment of this law — that is on February 17,
2010.

New Requirement to Comply with
Requested Restrictions

Previously under the HIPAA privacy rules, a person
could ask for a restriction on the uses or disclosures
by the covered entity, but the covered entity did not
have to agree to such request. Under the new law,
if a person requests a restriction on disclosures the
covered entity will be required to comply if: (1) the
person requests a restriction on the disclosure to a
health plan for payment or health care operations
purposes and (2) the PHI pertains solely to services
for which the person was self-pay. That is, if a
person pays for a service out-of-pocket, he can re-
quest that the information about that service not be
disclosed to his health plan — and the covered entity
must comply. This change will become effective on
February 17, 2010.

Electronic Medical Records:
New Rules on Accounting and Access

The Stimulus Bill adds new access requirements for
covered entities using electronic medical records.
If a covered entity uses or maintains an electronic
medical record, the covered entity will be required to
provide the individual with a copy of such informa-
tion in an electronic format under the same circum-
stances as the right of access in the current rules for
traditional medical records (45 C.F.R. 164.524). The
charge the covered entity may impose for providing
such an electronic copy may not be greater than the
covered entity’s labor costs in responding to the
request for the electronic copy. This change will
become effective on February 17, 2010.

Also, the new law imposes greater requirements
on accounting for disclosures of electronic medical
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records than for paper records. While HIPAA es-
tablishes the right of patients to have an accounting
of disclosures of their PHI, there are several excep-
tions including disclosures to carry out treatment,
payment and health care operations, which do not
need to be tracked or included in the accounting.
But the new law states that this exception shall not
apply to “disclosures through an electronic health
record.” That is, covered entities will have to track
disclosures of electronic medical records made for
treatment, payment and health care operations and
provide an accounting to patients of such disclosures
upon request. The new law states that this account-
ing of disclosures of electronic medical records must
include disclosure for the period of three years prior
to the date on which the accounting is requested.
The scope of this change is enormous. Disclosures
made for treatment purposes include, for example,
disclosures from one covered entity to another, such
as a hospital to a physician’s office. Disclosures
made for health care operations purposes include, for
example, disclosures made in the course of conduct-
ing quality assurance. Disclosures made for payment
purposes include, for example, disclosures made to
review health care services with respect to medical
necessity or coverage under a health plan. If these
disclosures are made from an electronic medical
record, covered entities will have to track each one.
These rules will become effective on January 1,
2014, for electronic medical records created prior to
January 1, 2009. These rules will become effective
on January 1, 2011, for electronic medical records
created after January 1, 2009.

Greater Enforcement

The Stimulus Bill also provides for much greater
enforcement of the HIPAA privacy and security
rules. First, as noted above, business associates
will be subject to civil and criminal penalties for
HIPAA violations in the same manner as covered
entities. Second, HHS will be required to conduct
investigations of possible violations if it is indicated
that the alleged violation was possibly due to willful
neglect and will be required to impose civil penal-
ties for violations due to “willful neglect.” Third,
the amount of civil penalties will be increased to
amounts ranging from $100 to $50,000 per violation
with maximum penalties for additional violations in
any one year ranging from $25,000 to $1,500,000.

Fourth, the law will require HHS to distribute

portions of the collected civil money penalties to
persons whose information was improperly disclosed
or used (creating a financial incentive for individuals
to report suspected HIPAA violations). Fifth, the
new law authorizes state attorney generals to bring
suit in federal district court for alleged violations
of HIPAA on behalf of citizens of that state. Sixth,
the law also states that HHS shall conduct periodic
audits of covered entities and business associates to
ensure compliance with HIPAA.

These new enforcement provisions have varying fu-
ture effective dates; however, note that the increased
penalty amounts and authority for state attorney gen-
eral enforcement became effective for any violation
after the date of enactment, February 17, 2009.

More HIPAA Regulations to Come

The Stimulus Bill requires HHS to promulgate new
HIPAA regulations on a variety of topics, including
rules: (1) implementing the new notification of breach
requirements, (2) defining the meaning of “minimum
necessary,” (3) describing what information shall be
collected in regards to the accounting of disclosures
of electronic medical records, (4) implementing the
prohibition on the sale of information from elec-
tronic medical records and exceptions thereto, (5)
implementing the mandatory HHS investigations
and penalties for violations due to willful neglect,
and (6) establishing a methodology for distributing
a percentage of collected penalties to persons harmed
by violations. Covered entities will need to monitor
the on-going rule-making associated with these new
HIPAA laws to ensure compliance with regulations
that will be coming out in the near future.

Application to Covered Entities

Note that all of the foregoing changes apply
to “covered entities” and, thus, in addition to
applying to hospitals, will apply to physicians and
physician practices, health plans, health care facili-
ties, and any other entity meeting the definition of
covered entity.

This Health Care Client Bulletin was prepared by
Allen Killworth. Please contact any member of the
Bricker & Eckler LLP Health Care Department for
more information. This and previous Client Bulletins
may be accessed at www.bricker.com/Publications.



