Hospital system discloses HIPAA breach
affecting 4.5 million individuals
August 20, 2014
In an August 18, 2014, regulatory filing, Community Health Systems (CHS) disclosed
that a group of Chinese hackers obtained patient information on 4.5 million
individuals by infiltrating its computer network. This is the second-largest HIPAA
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CHS is based in Tennessee and operates hospitals in 29 states. The report, filed with
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the Securities and Exchange Commission (SEC), states the hackers breached the CHS
computer network’s security in April and June 2014. CHS reported that the hackers
used “highly sophisticated malware and technology” to bypass security measures and
successfully copy and transfer data outside CHS.
The compromised data included names, addresses, birthdates, telephone numbers
and social security numbers of individuals who, in the last five years, were referred
for or received services from physicians affiliated with CHS. As this information
constitutes protected health information under HIPAA, CHS has notified the affected
individuals and the U.S. Department of Health and Human Services of the breach.
CHS is offering identify theft protection to individuals whose information was
breached.
CHS also reported that it has engaged a forensic expert to investigate the incident
and to assist CHS with remediation efforts. The malware has been completely
removed from all CHS systems, according to the report. CHS also stated that it has
implemented new security measures designed to protect against future attacks.
HHS posts information regarding reported breaches of protected health information
affecting 500 or more individuals to its website. The largest breach listed on the site
affected 4.9 million individuals and was reported by TRICARE Management Activity in
2011. Including the CHS breach, there have been seven breaches affecting more than
one million individuals since reporting began in 2009.
The CHS breach report highlights the critical importance of strong electronic security
measures for all covered entities and business associates. After security measures
are implemented, they should be tested and re-evaluated on a regular basis in order
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to keep pace with hackers, whose methods are constantly evolving.
The CHS report is available on the SEC website.
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